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Accessing to the EUCAIM Platform means that you accept the following
Acceptable Use Policy and Conditions of Use.
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Introduction

This Acceptable Use Policy and Conditions of Use (“AUP”) defines the rules and conditions
that govern your access to and use (including transmission, processing, and storage of data)
of the resources and services (“Services”) as granted by the EUCAIM Platform, for the
purpose of meeting the goals of EUCAIM users, namely to browse, get support and request
access to datasets registered in the platform. Additional AUP and Conditions of Use for

accessing the data in the datasets will be requested during the access negotiation process.

The EUCAIM Platform (“Platform”) comprises the following services:

The Dashboard (https://dashboard.eucaim.cancerimage.eu/), where the user can
access the rest of the applications of the platform, and provides a local space for
the user to track their activities.

The Federated Query (https://explorer.eucaim.cancerimage.eu/), where the user
can retrieve the number of subjects in each dataset that fulfills a specific filtering
criteria.

The Public Catalogue (https://catalogue.eucaim.cancerimage.eu/), which lists the
datasets registered in the platform along with their aggregated metadata and
provides additional information, such as the contact details for the datasets to the
registered users.

The Negotiator (https://negotiator.eucaim.cancerimage.eu/), which implements the
access request process.

The HelpDesk (https://help.cancerimage.eu/), which provides support to the users
on the usage of the Platform.

The UPV Reference Node (https://eucaim-node.idm.upv.es/), which provides
storage and computing resources for data holders that cannot set up their own
federated node.

Definition of Users and General Conditions
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Users of the Platform will be researchers interested in browsing, getting support and
requesting access to datasets registered in the Platform and operators of the services who
work for the institutions supporting the above services. If not explicitly indicated, all these
terms apply to any type of user.

In general, the users of the Platform are abiding to the following terms:

1. You shall only use the Services in a manner consistent with the purposes and
limitations described above; you shall show consideration towards other users
including by not causing harm to the Services; you have an obligation to
collaborate in the resolution of issues arising from your use of the Services

2. You shall only use the Services for lawful purposes and not breach, attempt to
breach, nor circumvent administrative or security controls.

3. You shall respect intellectual property and confidentiality agreements.

4. You shall protect your access credentials (e.g. passwords, private keys or
multi-factor tokens); no intentional sharing is permitted.

5. You shall keep your registered information correct and up to date.

6. You shall promptly report known or suspected security breaches, credential
compromise, or misuse to the security contact stated below; and report any
compromised credentials to the relevant issuing authorities.

7. Reliance on the Services shall only be to the extent specified by any applicable
service level agreements listed below. Use without such agreements is at your
own risk.

8. Your personal data will be processed in accordance with the privacy statements
referenced below.

9. Your use of the Services may be restricted or suspended, for administrative,
operational, or security reasons, without prior notice and without compensation.

10. If you violate these rules, you may be liable for the consequences, which may
include your account being suspended and a report being made to your home
organisation or to law enforcement.

11. Operators of the Platform will provide support to all the Users accessing the
Platform in equal and fair conditions.

12. Operators of the Platform will ensure that the information registered by the
EUCAIM Platform federation providers is shown under equal and fair
conditions.

13. Users of the Platform shall provide appropriate acknowledgement statements of
support for the use of the resources/services/data provided. The following
acknowledgement text can be used for this purpose (e.g. in scientific
publications): “We acknowledge the support from the EUCAIM project
(Contract No. 1011100633) through the usage of the EUCAIM Platform”.

Obligations

The authorised Users shall:
(a) Use the Data on the terms and for the purposes expressly authorized;
(b) Follow Privacy-related obligations.
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(c) Comply with security measures;

Privacy-related obligations

Users will take the following steps in order to protect the privacy rights of all individuals
whose aggregated data is included within the Dataset:

a. Users will not use the aggregated metadata of a Dataset, either alone or in concert with
any other information, to make any effort to identify or contact individuals who are or
may be the sources of the information in the Dataset. If User inadvertently receives
identifiable information or otherwise identifies a subject, User will promptly notify
Responsible of the Platform and follow Responsible of the Platform’s reasonable written

instructions.

b. Users will follow relevant institutional policies and applicable European and national
laws and regulations (if any) concerning the completion of ethics review or approval that

may be required for the Platform.

c. The privacy policy of the Platform is available at
https://dashboard.eucaim.cancerimage.eu/privacy-policy

Security obligations (including confidentiality and data breach
procedure)

The EUCAIM Platform has appropriate security measures in place. As a User of an
information system, you must comply with all security obligations that have been expressly

notified to you and in particular:

- You accept that any of your activities in the Platform including your access is

traceable. In this way, your activity will be logged.

- Both, with regard to ensuring the security of the Platform and the implementation of
security measures to prevent unauthorised access to the Platform, you agree to
maintain confidentiality and to ensure the security of the data, obligations that shall
continue to apply even after the termination of your relationship with the use of the

EUCAIM Platform.
- All the information available for authenticated Users is considered confidential.

- The media or equipment that you will use is managed by your organisation and it is a
task of your organisation/company to guarantee adequate security of such

equipment.
- No data shall be collected or stored outside of the EUCAIM Platform.

- The equipment used to access the Platform will implement physical and logical

access controls including measures like:

- Password for computer use, which must not be stored in readable files,
macros, or any other place where they can be accessed by unauthorised

people.
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In the case of User absence from the working place, the workstation/laptop
must be locked, which must in any case occur automatically after 15 minutes
of inactivity.

The screen computer position shall ensure that shown information is not
accessible or legible to unauthorised people.

The computer shall be switched off at the end of the working period and shall
not be used by unauthorised people.

Computer media containing protected information (like access credentials or
just temporal information or pictures saved in cache) may not be donated to
any third party without first having been completely and securely erased.
Users are responsible for Internet access that may compromise the security
of its equipment.

Users must keep the operating systems, antivirus and firewalls of their work
equipment updated.

Operators will not provide personal information nor the operators will request the
users to do so through channels that could lead to security breaches, such as the
shared help desk discussion threads.

Any security breach must be communicated urgently to:

Breaches just related to security: apps.grycap@i3m.upv.es

Security breaches that could involve privacy data:
eucaim.privacy@i3m.upv.es

Responsibility

Violations of the obligations of these obligations or the legal framework generate
liability and/or responsibilities. The Responsible of EUCAIM Platform may notify
the authorities of such violations when it has a legal duty to do so.
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